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Importance of cryptography
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Encryption

One time

Secure key

(shared by A & B)

pad — share the key

Secure key

(shared by A & B)

B (Bob)

Communicator,
Cipher

A (Alice)
Eavesdropper (Eve)
Communicator,
Cipher
< >
Encrypted information
Source:

*The first unbreakable cipher [1]
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Encryption

Round trip times

Common transit

time in theory Allce Eve Bob
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Different transit time

for eavesdropper

Source: L. Gunn, J. Chappell, A. Allison & D. Abbott



Timing based encryption

Steady channel

A_stream2.bet vs. B-stream2.bet %
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A_stream3.bit vs. B-stream3.bet =]

000001011100010000001010100.00110001000101000101110010000L0001110011011111000001
01110000011000101001000011000111000110111110000000100001001000111110100110010111

» [(A_streamd.tt vs. B-streami.bit

01100000110110011100110111100100110000001001010011011011101110111011110101110011

11110101100001010110110010101100110000110110000100101011000011110111001100101011
000000000L01101001010011000.1001101001000011010000.000L00100000100011110000001011
10000001000110110110100111011101000011010000110110001000100010100001111100101100
10110011011001100010101001000011001011010100101101011011001100110010110110110001
10111110011010101111110110100010110011001110001010011100101100110100001000011011
O0L10L11111101101100101111111100000001111100011110011100110110011011001001000L010
00000000011111101100111011001110001100110100110110100110010011011000101010011101
00001100011011100010000010100011001011111001111110101100100010110010000000111000
00111011101111000010000011100010001000101000000111100001010111001010111111011111

0111001011001011110011110011011000111111100110.010000111101100000011010111111011

101010111101111011001110110101011000000110100100111000110L1100110110101111000000
00111111011100111100000100000100011111111101100011100101111001111110010011010111
00010000100100011011011100001111011101001010100011110101011110110011011110011110
1111010101010111110110000111000111100100000011001001010000001111000100100010L111
11101000100000110110001000000000110011001000100000000000001100111110100011101101
01101000011000111011100001101111010010110110010011001101101111101011000101100001
10100101100111010001000111110111110010100011111011001101111101000001010001100101
11101111001101000001000111000001010100010111100101111011001111010010011011000100
0000L11111110010001000000001101410111000110111110000000000110001101101000000100010

01000111011100000101001001111010001001011000111110111011101111111000010110000100

01000101000000100110011001110001000001000011101100001101000011011100100010001001
10011001101101010010111000010111000101010100010110000111111110101011111000110101

11101111111000110101111101111100111001011111001011000000010101111100111011100000
11111000101011111001101100101011010000111001110011010000010110110000110110101110
0000L100111110010110011000100100000L10111110000L10L100110111111111000000100110101
0000L001010001001100000104011101041111110101110010001100101011110000L01011100011

00001000000110010011111000100101010001111010110111000000110100111101000000001100

10100000001110100010000010110100010011001001000000001111110110000110101011111100
10010111000000100001101100110000111101010011110010040011111111111111110011000100
00010111110010000111010111100010100110.1040L1111111010010111001110111110010110100
00000101100000011111101011010110011000000100010110011010101001111001111110010000

0110001101011010001000010000010111001001100011001100011011111100

¥V Y VYW RKKKEKKNNKERVYVYYVYREAAAAAAAAAAR XX AAXRXXKSRXX

0000010111000100010010101001010100.0000111000100010010000L0001111011011100000001
01000000000000100001001001100111011110111010001001100001001000111110100110010110

01100100110110011100100111111000110010001001001011011011101110011011000110100010

00110101101101010010110110100010001000110111101101001011000101110010101001101011
000000110101101001111001010.10010111010000111100001111100100001110101110000010011
10000001001100010110110111001100101111000000110100001000100110100000111100110011

10000101011001100010101001001100001011010110101001011010101101110101001010111001

10011000010010111000010110110010110011001000001010011011111100010111000100011011

00100011111011011000010101111101000111101000111000111001101000000110010010001010
00100000010111011100111010101001010010101100111110100110010011000011111010011101
00110100011111111110000000000011001010L111111111101000001000101101.0000000011L110

00101110011111001110001010000010001000000000000111111001000010000100000101011111
01111110010000101100010000110110001111111101101010000111001010000011001110011011
11001000110111100110111011000110100000000001000101101011011100010111100111001111
01000111011100101101000100100404111111111011100011111101111001110111110011001101
11010000110111011011010010111111001101111101000000110011011111010011111110011110
11101101010111111101111001101101011000011111110000011000000011100101011000011111
11101000101110110110001100000000110010.01000100000000000110110011110010011100101
011100000401111100101000001104110100141104110110011001101101111101011000101111001
10100101011111010001010111101111110010100010101101001101111100000001011001101011
11100011001101000001000111000001010010010111100101100011111111010010000001000100
0000L11000010010001001110001101111110111101111111000000000L0001101101000111000010
01000111010010000101001001111000101001011000001110111000001110011011000110000100
01000101001000101100011001110010010110000001101100001100101111011001100000001001
01011001100011010100001000000111000101010110101010000111111101100010111000110111
01101111000100110101111111011101001000111111111011000001010101111100100011100001
111110011010110110011011101010110011001110000100000100110L0101110111100011101101
D0001010110010101100110001111100110101101111001101100000010001111000000110101010
10011000110010101101110111100101011111010101001110111100101011111000111010001010
00001001100111110010000011100101000010111011000001001100100001111001000101100001
101001101101110000100100110.10100001111011101000010040110110101110110100011100101
110110110001101110011101001101000011110111111010010141111111111110110010100101101
00000110011011100111001111100010010001001011111100001110111110011000101110110110

00110101101101111100110001011001011100111100010010011010100001110001111100010011

0111110101011010000L11010000010110001000010011101000111011111110

Number of matching lines: 53

Mumber of unmatched lines in left file: 143
Mumber of unmatched lines in right file: 143
>» CompareBits
hhe length of the two bit stream=s is 16054

number of errors between the two bit streams is 917
BER between Bob and flice i=s 5.T712%

The
The

Source:
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Timing based encryption

Noise channel
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10010011111111000100110100101000101111010001111111001101110101100010001110100101
01101100100111100110100001100100000010111000000100111011111000000000011100101000
11111011011001001011100110110111101100101001110011100000011110110110110100100010
00100001110010011000110010000100110004100011001411111111101011100111100110001100
11000010111001111010010010101100001010110010104001101111110000010110001010010101
11001100001111110110100111010011011111100001011000001100001010101010010010101000
10110110001100100111101101101111011011111010101110100101011110011011010101010011
11010100110010000000111110100111010101111101001111111101001000010000010001110001
11101011111101010110110110010001111010111100001111110010100101010001010011100011
10001010111110100100000010101101101101001101100011101000010011111000010100110010
0100001000001100010001011110010000001100001100000001000.000000001111010000011100
11100011101101000111010111001110011111011010000100101101110100101000101011110100
00110110010011010010001000100100000110111011101101111011111010111101000000101001
00101111100010101000111000001110011111000000000010111110001001011000111001111010
00100111100111101111100111010000100111010000100100101011010000111001000001100100
11100100111111111001111100100010000001101001100111110110111011000101101100011001
01010011100010110110001000001111000110000100010101110001011110100001010001001010
01111000010010100011101010000011010110110010000000001000011101101010100101111011
00101011010111000001010004004101101111111110400401100010010101040100111000001000
00100101110004011001101111010110101010010000411110001101000011000010011110110010
11101100101100111011000000000110011000001101111000010100010111101000110010111011
10100110111101101011010000001000011110111111111100110100111001001100001111101010
00001101011110010001101001110001101101110101100011001010010001100010000100010101

01010010000110110001111001111110011010101100000001110111101001010001000110011111
01101110100010011111110011000101111000111001001001000100101101000110011111011000
01110100010100111110100000011001011010011000400411100101111110040000411111111100
00101041111110004011000011111100001010111111000001100011101110001000110100010101
10001101000100100010001000001110100100110100110001110110011010011001000001111100
10000000010110000100100100111011000101100010100111010000110001011111001011000011
10000011111110110101101000110111111011100010101100111001111011011000100000111101
01000101111100000000110101010001111001000101001110110011101110101101011000110001
11101011100111010110000011000101110101100111101011000001111000001010101110111110
11101001101111101000001111100001010000011110101111001110000010000001101100001100
00010110001110111111000111000010011000111010411111010000110010000000101010041001
11101110000040141100011110041014011111040101110000110101101000000110010101001101
11001101000011111100001000041041100111110110010111110001001111100001110111101001
00010111010111111100011001110010001101000100111111111111000100101001101010110001
11011111100010001111101100110000100001100000011101011100111011011110111000011110
01110011100010100000010001001100010101110100001000010110001111011101100000011100
00111001011010111100001111001111110010101101101000010110011000000001110101000101

01011000000111100110101010110010100011001011100011000101001001011111000000100110
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Source:

11100001001000000000101111000411111101040111004101000111010000001000010001010001
01100111011011111011000100004110010100110110000001101101111111110000010410111011
11110111100100041111001001040011011111010001004011000111011101110011001110100101
10010001110000101101101010111101111011000110110100111001110001010111101110011100
10110100001110011100010100011101000001101111001010110101111000010011001001111100
11000011100001101001010011001011000000111100100111001100010100100000111001100001
11000001010100000100001101100101111111001011101100010010000001111011100111011111
11011111010000010111100100011110110000100001010100111000001011100111011101100001
11110101100000001100100110000004111010100000100010000110100011011110000100000011
1011011000001104000110000110110110L001111011111000001010100100011L10111011101111

The length of the two bit streams is 14324
The number of errors between the

The BER between Bob and Alice is 1.361%
>>

B

x

x

x

x

&

x
x
x

x
x

x

x
B

x
&

x

x

<8 o et et el <t

two bit streams i

10010011111111000100110100101000101111011101111110001101110101100010001110100101
01101100100111100110100001100100000010111000000100111011111000000000011100101000
11111011011001001011100110110111101100101001110011100000011110110110110100100010
00100001110010011000101010000100110004100011001111111111101011100110100110001100
1100001011100111101001001010110000101011001010100110111111000001011000101001010L
11001100001111110110100111010011011111100001011000001100001010101010010010101000
10110110001100100111101101101111011011111010101110100110011110011011010101010011
11010100110010000001111110100111010101111101001111111101001000010000010001110001
11101011111101010110110110010001111010111100001111110010100101010001010011100011
10001010111110100100000010101101101101001101100011101000010011111000010100110010
01000010000011000100010111100100000011000011000000010011000000001111010000011100
11100011104101000111010111001110011111011010000100101101110100101000101011110100
00110110010011010010001000100100000100111011101104111011111010111101000000101001
00101111100010101000111000001110011111000000000010111110001001011000111001111010
00100111100111101111100111010000100111010000100100101011010000111001000001100100
11100100111111111001111100100010000001101001100111110110111011000101101100011001
01010011100010110110001000001111000110000100010101110001011110100001010001001010

01111000011100010001001101001101111110110010000000001000011101101010100101111011

00101041011111000001010004001401104111111110100101100010010101010100111000001000
00000101110001011001101111010110101010010000111110001101000011000010011110110010
11101100101100111011000000000110011000001101111000010100010111101000110010111011
10100110111101101011010000001000011110111111111100110100111001001100001111101010
00001101011110010001101001110001101101110101100011001010010001100010000100010101

01010010000110110001111001111110011010101100000001110111101001010001000110011111
01101110100010011111110011000101111000111001001001000100101101000110011111011000
01110100010100111110100000011001011010011000100111100401111110010000411111111100
0010104111111000101100001111110000101011041100000110001110111000100011110011010L
10001101000100100010001010001110100100110410110001110100011010011001000001111100
10000000010110000100100100111011000101100010100111010000110001011111001011000011

10000011111110110101101000110111011011100010011100111001111011011000100000111101

01000101111100000000110101010001111001000101001110110011101110101101011100110001
11101011100111010110000011000101110101100101101011000001111000001010101110111110
11101001101111101000001111100001010000011110101111001110000010000001101100001100
0001011000411011111100011100001001100011101011111101000011001000000010101001100L
1110111000001011110001111001101101111101040111001011040110100100011001010100110L

11001101000011111100004000041041104111110410040111110001001111110001110111101001

00010111010111111100011001110010001101000100111111111111000100101001101010110001
11011111100010001111101100110000100001100000011101011100111011011110111000011110
01110011100010100000010000001100010101110100001000010110001111011101100000011100
00111001011010111100001111001111110010101101101000010110011000000001110101000101
01011000000111100110101010110010100011001011100011000101000001011111000001100110
11100001001000000000104111000L41111110101041100110100011101000000100001000101000L
0110011101101101101100010400111001010011041000000411101111101111000001011011101L
11110111100100011111001001010010111111010001001011000411011101110011001110100100
10010001100000101101101010111101111011000110110100111001110001010111111110011100
10111000001110011100010100011101000001101111001010110101111000010011001001111100
11000011100001101001010011001011000000111100100111001100110100100000111001100001
11000001010100000100001101100401111111001011101100010010010001111011100111011111
11011111010000010111100100011110110000100001011100111000001011100111011101100001
1111010110000000110010011000000111101010000010001000041010001101111000010010001L
10110110000011010001100001101401101001111011111000001010100100011110111041101111
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Timing based encryption
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Approaches

Software Hardware

Own Personal Computer Great Scott Gadgets

~

ENTHOUGHT

=ouee: Source:

12


https://greatscottgadgets.com/throwingstar/
https://greatscottgadgets.com/throwingstar/
https://greatscottgadgets.com/throwingstar/
https://www.enthought.com/products/canopy/
https://www.enthought.com/products/canopy/

Approaches

Software improvements of encryption

Channel BER confidence interval: <1.28e-81.3.52e—-H1>
nformation reconciliation iterations:
Block =zize for privacy amplification: 4

Channel BER confidence interval: <1.83e-861.2.380e—H81>
nformation reconciliation iterations:

Block =zize for privacy amplification: 4
1111811818001800A111191168111800000119010AP91A1A1101°A19190011081600181111°81981@881111

1111811181891181H8811880881 3118380808111 8011831888880111198008A181118181 8180001881 8111
M1HAAA11111111891881H81111 81881 A880AANAE1 A1 1

Source:
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Approaches

Network Tap (eavesdropper)

« J1, J2 —target network to be monitored

¢ ‘]3! J4 — m0n|t0r|ng pOI’tS I T ,

: 4 Throwing Star LAN Tap
« C1,C2 - forcing target network can be .. =

monitored — ) I (

r, A
[ c2 ;ﬂl.-_ £
)
¥ I|

Source:

[2] Throwing Star LAN Tap,
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Approaches

Sender/Receiver

« Sender — Beagle board / PC
» Receiver — Beagle board / PC
« Eavesdropper — Beagle board

Eve (Eavesdropper)
Network Tap

Alice (Sender) Bob (Receiver)

— Ethernet Connection

Source:

15


http://beagleboard.org/Products/BeagleBone

Risk management

Unavailability of team Low High Each member sign their own works but
member with help with each other
* Sharing the phone number and email

SVN Blackout Low Low « Sharing the document in Google Drive, file
exchange or wiki to make sure each
member and supervisors can share the
working copies

Lack of technical High High * Keep talking with each other and
knowledge supervisors to make sure we understand
the technical aspects
* Finding useful information in youtube

Physical parts do not High Medium « Ensure constant communication is sought

arrive and/or do not with the suppliers regarding the progress

work in time for project of the delivery

completion « Expedite work on improvements to Timing
Based Encryption

Falling behind the medium medium * Re-evaluate the expectations

schedule » Talking with supervisors to for extra times

No final solution Very high Very low « Ensure all progress have been completely
documented
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Time management

Feb'14 [16Mar'14 [13 Apr'14

11May'14 [8Jun'14  [6lul'14  [3Auz'14 [31Aup'14 [28Sep'14 [260ct'14 |

Task Name - |Duratic,, |Start - |Finish -
‘ Is secure communication 167 days Mon 3/03/14 Tue 21/10/14
possible?
documentation 29days 5un16/03/14 Wed 23/04/14
proposal seminar 9days  Mon 10/03/14 Thu 20/03/14
weekly report 156 days Fri7/03/14  Fri10/10/14
progress report lday  Tue6/05/14 Tue6/05/14
understanding the 1ldays Mon31/03/14 Mon 14/04/14
example code
network construction 6days Tue15/04/14 Tue 22/04/14
decrease BER inthe first  35days Wed 23/04/14 Tue 10/06/14
transmition (Alice/Bob)
decrease BER after 58 days Wed 11/06/14 Fri29/08/14
blocking the information
increasing BER forEve  58days Wed 11/06/14 Fri23/08/14
after the blocking
reducing interation times 35 days Sat 30/08/14 Thu 16/10/14
final seminar lday  Thu16/10/14 Thu 16/10/14
final report lday  Fri24/10/14  Fri24/10/14
poster lday  Thu30/10/14 Thu 30/10/14
project exhibition lday  Thu30/10/14 Thu 30/10/14
Labelled CD orUSBstick 1day  Thu30/10/14 Thu 30/10/14
YouTube video lday  Thu30/10/14 Thu 30/10/14
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